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Sub: lT polirywith Cyber security Measures -Reg.
Refl: AQAR-4.3.1 - Institution has an lT policy covering Wi-Fi, cyber security, etc. and has allocated budget for
updating its lT facilities
Ref2:FFC-Institute response to Parameters for Grant of Affiliation, Point No:87

***
lT Policy of the College
SVPEC has clear policy regarding lnformation Technology, The college has been always
in the forefront adopting technologies and providing lT enabled service to all its
stakeholders .The policy provides a framework a use of lT infrastructure and also lays
down Vision and Mission of the college in making all its task lT enabled, it also outlines
a mechanism for establishing and maintaining the lT infrastructure at SVPEC. SVPEC

has appropriate budgetary provision for expansion and updating its lT facilities
including Wi-Fi. The lT Policy of the college covers relevant ethical aspects of internet
use on the campus and instructs all stakeholders on howthe network facilities of the
college may be used in accordance with the existing laws and regulations of the
nation. Users of network facilities on the campus are required to agree not to use
the same for illegal or unethical activities. They are also required to refrain from any
activities resulting in compromising the data security and integrity of the cyber
infrastructure of the institution. The policy is regularly revised and the latest version
is available on the college website. Any monetary or other damage arising from not
following the rules stipulated in the policy will be deemed as the liability of the user
responsible for the same

Rules for lT facility usage

The lT infrastructure of the institution is primarily intended to enable the free and fair
access to information for students and staff, In addition the infrastructure is also a

crucial part,of the administrative and examination framework of the institution. The
various sections of the lT Policy covers possible use-case scenarios and sets down
regulations for safe and effective use of both online and offline information
technologies, lt is expressly designed to prevent local and remote data breaches or
attacks. The policy also makes provisions for the use of the college website, other
subdomains of the college and its social media accounts.

Maintenance of Server logs and Provision for Backup
Automatic Backup has been enabled on all servers. At regular intervals backups are
made onto separate storage media that are kept in a secure location outside the
server room. This ensures data redundancy and security in the event of an unexpected
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server failure or some such mishap. Detailed logs of all server network traffic is

maintained for monitoring ancl archival purposes. Server traffic is regularly inspected

for signs of unusual traffic. lp addresses from which malicious activity is detected will

be blacklisted and blocked'

Use of Official Email Address fer all communications

The college has provided official email addresses for all staff and students (of the

format svpec.principal@gmail.com). All official communiqu6s are handled exclusively

through the official email ids. The enterprise email solution subscribed bythe college

is provided by Google and cornes with unlimited cloud storage for staff and students.

Provision for Firewall
The college intranet is secured with dedicated firewatl protection sourced from. Both

hardware and software firewails are provided to secure network traffic on the college

premises. Our leased line Internet connection is connected to the firewall, and all

network queries are routecl through it accordingly after successful user login

confirmation

Website - Secure Hosting

The college has pro.ur.d a secure domain for itself at https://www.svpec.info. All the

academic departments and independent cells under the college are provided with

subdomains on the main domain. All of the domains rely on secure communication

protocols for information exchange. In addition, domains requiring additional security

have been provided with dedicated login pages where users can enter their credentials

to access information. The domain of the college features data security features such

as Software Security, SSL Support, Regular Backups, DDoS Attack Monitoring, Malware

Scanning, Firewall Protection, etc.

Licensed Software and Poticy to Promote Free and Open Source Software

ln case proprietary software itlch as operating systems and office suites are required,

the college has purchased aciequate numbers of licenses for the same. However, it is

the policy of the college to promote the use of open source software in all possible

scenarios. pursuant to this, the college has deployed open source OSs including

Debian and Ubuntu on the test servers. Several cutting edge research projects

undertaken in the institutioru such as drug delivery modeling and design are also

made possible through the use of open source software'

Technical Measures:

L. Network SecuritY:

o Install firewalls and intrusion detection/prevention systems.

o Use virtual private networks (VPNs) for secure remote access.

o Regularly update and patch allsoftware and systems'

2. Access Conilol:

o lmplement strong password policies'

o Use multi-factor iuthentication (MFA)for accessing sensitive information.

o Ensure role-based access control (RBAC)to limit access to sensitive data.
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3. Data Encryption:

' o Encrypt sensitive data both in transit and at rest.o use secure communication protocors rike HTT'', sSH, and ssL/TLs.4. Endpoint Security:
o rnstail antivirus and anti-marware software on art devices.o use endpoint detection and response (EDR)tools to monitor and respond tothreats.

5. Regular Backups:

o Conduct regular backups of all critical data.
o Store backups securery and test them periodicaily for integrity.Administrative Measures:

1". policyDevefopment:

o Develop comprehensive cyber security policies covering acceptable use, dataprotection, and incident response.
o Ensure policies are regularly reviewed and updated.2. Risk Assessment:

o conduct regular risk assessments to identifiT and mitigate potential
vulnerabilities.

o lmplement a risk management framework.
3. lncident Response plan:

o Develop and maintain an incident response plan.
o conduct regufar driils and simurations to ensure readiness.

Educational Measures:

1", Training and Awareness:
o conduct regular cyber security training sessions for students, faculty, and

staff.

o Promote awareness about phishing, social engineering, and other common
cyber threats.

2. Curriculum Integration:
o rntegrate cyber security topics into the engineering curricurum,o Encourage students to participate in cyber security competitions and
, workshops.

3. Research and Coltaboration:
o Encourage research in cyber security.
o Collaborate with industry and government

latest threats and solutions.
Physical Security Measures:

1. Secure Facilities:

bodies to stay updated on the

o Ensure that server rooms and data centers are physicaily secure.o lmplement access controls, surveiilance, and monitoring systems.2. Device Managementl
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Manage and seeure alldevices connected to the college network, including

personal devices used by students and staff.
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